Secure Communication &
Collaboration

IN ACTION

Secure Information Exchange Network

CyberCop’s mission is to provide individuals an ultra-secure web-based
environment to promote and facilitate the sharing of sensitive information among
a cohesive network of law enforcement, first responders, homeland defense and
law enforcement related professionals from all levels of government; international
federal, state, local and the private sector, regardless of department affiliation and
jurisdictional boundaries. CyberCop is committed to providing a safe and secure
environment where ideas can be freely exchanged to aid individual efforts and to
foster cooperative efforts in the fight against crime, terrorism and the security of
our homeland.
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The web-based CyberCop Portal - https://cybercop.esportals.com - currently
links together over 13,000 law enforcement and related professionals from all 50
states and numerous countries.

CyberCop

CyberCop is a grassroots Law
Enforcement movement designed
How to become a CyberCop member for efficient and effective
information sharing among Law
Enforcement, First Responders,
Homeland Defense and Law
Enforcement related professionals.

The CyberCop Portal is open to all law enforcement, first responder,
homeland defense and related individuals, subject to verification by a
sponsoring authority.

If you are interested in becoming a member of CyberCop, please send an
email to helpdesk@nc4.us with the following information:
Sample of Participating Organizations

Your name

High Tech Crime Consortium
(HTCC)

Your organization

Your contact information

CyberCop Global

How you heard about CyberCop

Officer Safety Alert Bulletin (OSAB)

Homeland Security Group

High Technology Crime
Investigation Association (HTCIA)

Why use CyberCop?

The CyberCop Portal demonstrates the potential for highly secure collaboration
among users from diverse organizations without the expense and administrative
burdens of VPN's or similar security strategies. By combining the use of 128-bit SSL,
security hardened operating environments and tools with highly granular access
controls, the portal can be securely accessed from organizations over which the
sponsors have no systems configuration control and with no need to install and SouthEast Emergency Response
maintain client software. Network (SEERN)

Federal Law Enforcement Training
Center (FLETC)

Infragard National Member Alliance

Situational Readiness
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CyberCop Methodology

Using the highly secure technologies developed at the Defense Advanced
Research Projects Agency (DARPA), NC4's ESP Group has successfully designed
and implemented this information-sharing system for CyberCops. The
CyberCop Portal was created in response to the demand for security
professionals to collaborate on issues such as homeland security, cyber-crime
and infrastructure protection within a secure environment. Whereas similar
systems have discriminated between sworn law enforcement, government and
commercial cyber-crime professionals, the CyberCop Portal provides one place
where expertise from all participating organizations and individuals can be
shared. The CyberCop Portal allows its members to share libraries of
documents and case studies, send secure email, participate in ongoing
threaded discussions, create and distribute surveys and share online briefings.

The core tools give CyberCop members control over their organizational
compartments and the need-to-know access around each piece of information.
This level of control allows both broad information sharing and highly protected
compartmentalization. Members can set up small, compartmented groups for use
in sensitive case management or distribute information across the portal
community. Each user can control the need-to-know access to any piece of
information or to any collaborative activity that he/she contributes to the portal.

Contact NC4's ESP Group

For additional information regarding the CyberCop portal, please visit our website at
www.cybercopportal.com or contact us at:

Support Center: 804-744-9630 x222

Email: info@nc4.us

Situational Readiness

More about NC4

NC4’s Situational Readiness
solutions are a suite of integrated
applications that revolutionize how
government and businesses collect,
manage, share and disseminate
information to mitigate risks,
manage incidents, and securely
communicate and collaborate with
one another. Aggregating and
integrating information from public
and private sources, NC4 leverages
its cutting-edge technologies to
bring users a highly customized
presentation of relevant information
in a single, easy to use console.

NC4 has a number of solutions
that address the specific needs

of corporate security, business
continuity, enterprise risk
management, supply chain
management, travel management,
crisis management, emergency
management, intelligence fusion
and law enforcement, as well as for
federal agencies with a need to
share critical information across
organizational boundaries.

To learn more about how NC4 can
benefit your organization, visit
www.NC4.us. or call 877-624-4999.
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